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We claim: 

1. A method for generating a single-use/ financial accoiint 
identifier, comprising the steps of; 

accessing a first data element, specific to an account; 

accessing a second data element /ncluding transaction- 
specific data; and 

combining said first data elem<^nt and said second data 
element to produce said single-use/f inancial account 
identifier. 

2. The method of claim 1 whereof the step of accessing said 
first data element includes acofessing an accoiant identifier. 

3 . The method of claim 2 wherein said account identifier is 
alpha-numeric . 

4. The method of claim 1 \merein the step of accessing said 
second data element incluc3jBs accessing a time. 



5. The method of claim % wherein x^e step of accessing said 
second data element incJAides acQe;psing a payment amount. 



6. The method of clairfi 1 wherein] 
second data element includes/ g^fcces 



said step of accessing said 
ing a merchant identifier. 



7 . The method of cLaim 1 wherein the step of accessing said 
first data element /ncludes encrypting said first data 
element , 



8. The method ofl claim 7 wherein the encrypting step is 
based on a private key encryption technique. 



9 . The method 
on a hashing fi 



t claim 1 wherein the combining step is based 
Lction. 
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10, The method of claim 1 wherein the (rombining step 
includes encrypting said first data dement and said second 
data element. 



11. The method of claim 10 wl>erein the encrypting step is 
based on a private key encryfjtion tecljjjfiique , 



12. The method of claixft 1, furthe^coi:prising the step of 
accessing a third data element ytipludina a static account 
identifier, and wh^ein said c^pCtoining s^^el includes 
combining said t^rd data element with said first data 
element and sai^ second data element. 




13. The method of claim 1, further coitprising the step of 
updating /said second data element to initialize for a future 
transaction. 
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14 . A device for f acil 
transaction, conprising: 

a processing uni 
cryptographic processor; 

an input unit 
inputting information 

a display unit 
for displaying a processing 

a memory device 
said memory device containi 
first data element, a j 
adapted to be executed 
the first data element 
and the second data el< 
combine the encrypted 
element to generate a 
identifier, and displ 
identifier using sai 




ial account 

sing unit including a 

said processing unit for 

said processing unit 
from; and 
said processing unit, 
cryptographic key, a 
.^nt and a program, 
irw unit, to encrypt 
te cryptographic key 
second data element, 
and the second data 
al account 
inancial account 



15. An apparatus for f acilitati/ig a financial account 
transac t ion , compr is ing : 

a processing unit; 

an input device connected to said processing unit 
for inputting a financial acaoiint identifier thereto; 

a transmit ting /receiving device connected to said 
processing vinit for transmitting the financial account 
identifier for verification thereof and for receiving 
information regarding autljlorization of the transaction; and 

an output deviae connected to said processing unit 
for outputting the inforyiation regarding authorization of the 
transaction, 

wherein the financial account identifier is a 
single-use financial aacount identifier containing 
information specific tp the transaction. 



-so- 
le. An apparatus for verifying a financial accoiant 
identifier, conprising: / 

a processing unit, said proKiessing unit including a 
cryptographic processor; / 

a communications unit, connected to said processing 
unit, for transmitting and receiving information regarding 
the financial account identifie;r; and 

a memory device connected to said processing unit, 
said memory device containincf a private cryptographic key, a 
first data element, a seconja data element and a program, 
adapted to be executed by ysaid processing unit, to receive a 
single-use financial accOTint ident/^ep:, extract therefrom a 
third data element and d. fourth ^Mfta e\lement, decrypt the 
third data element us aAg the private ciT?plLographic key and 
the fourth data element, cortpare the decrypted third data 
element with the f ii/st data element in a first corrparison, 
coitpare the fourth/data element with the second data element 
in a second comparison, and verify the received financial 
account identifier in accordance with the first conparison 
and the second /comparison. 
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17. A method for generating a single-us;e financial accoxint 
identifier, comprising the steps of: 

providing a memory device a6ntaining a private 
cryptographic key, a first data element, and a second data 
element; 

encrypting the first/aata el^^^nt using the private 
ciryptographic key and the see^ond dat^a^lJmient; 

modifying the s^ond datat^lemen^^ 

combining thpr encrypted first data element and the 
second data element/€o generate a single-use financial 
account identifi^; and 

displaying the single-use financial account 
identifier. 



A method for facilitating a/financial account 
r ans ac t i on , c ompr i s ing : 

providing a process ifig unit; 

inputting a financ^l account identifier to said 
processing unit; 

transmitting the /financial account identifier for 
verification thereof; 

receiving inf oritiation regarding authorization of 
the transaction based on said verification; and 

outputting t^e information regarding authorization 
of the transaction, 

wherein ther financial account identifier is a 
single-use f inancialV accovmt identifier containing 
information specif ip to the transaction, 
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19. A method for verifying a single-use fiilancial accoxmt 
identifier, comprising the steps of: / 

providing a memory device CQru:aining a private 
cryptographic key, a first data element and a second data 
element; / 

receiving said singley;ase financial account 
identifier; / 

extracting from said singL^vx^W financial account 
identifier a third data element and a/fourth data element; 

decrypting ther third dat^/elemen^ using the private 
cryptographic key and/che fourthr^ata element; 

cortparing yche decrypted third data element with the 
first data element/in a first comparison; 

corcparing the fourth data element with the second 
data element in/ a second coitparison; and 

verifying said single-use financial account 
identifier i/n accordance with the first comparison and the 
second comparison. 
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20. A device for providing a single-use financiyal account 
identifier, said device comprising: 

a memory storing data representing A plurality of 
predetermined single-use financial account identifiers, data 
representing a status for each of said plmrality of 
predetermined single-use financial accoiint identifiers, and 
data representing a pointer to one of ^aid plurality of 
predetermined single-use financial account identifiers; 

an output device for presenting said single-use 
financial account identifier; andy 

a processor coupled to/ said memory an^^o said 
output device, said processor h4ing conf igurej^^o identify 
said single-use financial acc/Sunt identifier /based on said 



data representing a pointer,/ said process/Jiybe^ng further 
configured to transmit a si^gnal to said 




device to 



present said single-use financial account identifier. 



21. A device accordincf to claim 20, further comprising an 
input device adapted Jto transmit an input signal representing 
a request to present/ said single-use f insincial account 
identifier, whereir/ said processor is coupled to said input 
device and said p/ocessor is further configured to receive 
said input signa/ from said input device. 



22, **A device According to claim 20, wherein said processor 
is further configured to update said data representing a 
pointer and co update said data representing a status. 



4 



- 34 - 



23. An apparatus for verifying a single/use financial 
account identifier, corrprising: 
a processing unit; 
a communications unit, codnected to said processing 
unit, for transmitting and receiving information regarding 
said single-use financial account identifier; and 

a memory device connoted to saidp^cessing unit, 
said memory device containing/ data repres^n^f ing a plurality 

acje 



of predetermined single-use/ financial acoouiit identifiers, 

id\plurality of 

predetermined single-use^ financial account ioo nti f iers, and a 
program, adapted to be /executed by said processing unit, to 
receive said single-\ise financial account identifier, compare 
said single-use financial account identifier with each of 
said plurality of predetermined single-use financial account 
identifiers to identify one predetermined single-use 
financial acco\iryc identifier matching said single-use 
financial account identifier, and verify said single-use 
financial acci/int identifier in accordance with said 
comparison arid the data representing the status of said one 
predetermined single-use financial accovint identifier. 
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24. A method for providing a single-use financial account 



plurality of predetermined single-use financial account 
identifiers/ data representing a status ^or each of said 
plurality of predetermined single-use financial account 
identifiers, and data representing a pointer to one of said 
plurality of predetermined single-use financial account 
identifiers; / 

identifying said single-TUse financial account 
identifier based on said data representing a pointer; and 

transmitting a signal rto an output device to 
present said single-use financial accoTint identifier. 



25. A method for verifying eJ single-use jixiecrio^aX account 
identifier, comprising the syceps of: / / \ 

providing a memory device containing dana 
representing a plurality of predetermimed/single-use 
financial account identifiers and dat^L^presenting a^tatus 
for each of said pluraliay of predetermined single-use 
financial account identifiers; 

receiving sain single-use financial account 
identifier; / 

cortparing said single-use financial account 
identifier with said plurality of predetermined single-use 
financial account identifiers to identify one predetermined 
single-use financia]/ account identifier matching said single- 
use financial accoimt identifier; and 

verifying said single-use financial account 
identifier in accordance with said comparison and the data 
representing the status of said one predetermined single-use 
financial accounttidentif ier . 



identifier, conprising the steps of 



providing a memory storing data representing a 





